AIR NATIONAL GUARD MILITARY (AGR) VACANCY ANNOUNCEMENT

HUMAN RESOURCES OFFICE DATE ANNOUNCEMENT NO.
KANSAS NATIONAL GUARD
2722 SW TOPEKA BLVD 11 DEC 2018 26-2019
TOPEKA, KS 66611-1287

OPEN TO CURRENT MEMBERS OF THE KANSAS | APPLICATIONS WILL BE ACCEPTED UNTIL
AIR NATIONAL GUARD 21 DEC 2018, 1500 HRS

MILITARY POSITION TITLE & NUMBER MIL AFSC & GRADE APPOINTMENT FACTORS

CYBER WARFARE OPERATOR 1B431/MSGT SEE BELOW
#0845898
LOCATION OF POSITION MININUM RANK MAXIMUM RANK
127 COS TSGT MSGT
MCCONNELL AFB, KS 67221
SELECTING SUPERVISOR
CMSgt John Kill, 127 COS Superintendent, 316-759-8305, john.j.kill. mil@mail.mil

AFSC SPECIALTY SUMMARY

Performs duties to develop, sustain, and enhance cyberspace capabilities to defend national inferests from attack
and fo create effects in cyberspace to achieve national objectives. Conduct Offensive Cyberspace Operations
(OCO) and Defensive Cyberspace Operations (DCO) using established tactics, techniques, and procedures to
achieve Service, COCOM and national objectives. Executes command and control (C2) of assigned cyberspace
forces and de-conflict cyberspace operations across the kinetic and non-kinefic spectrum. Supports cyberspace
capability development, testing and implementation. Partners with DoD, inferagency and Coalition Forces to detect,
deny, disrupt, deceive, and mitigate adversarial access to sovereign national cyberspace systems. Related DoD
Occupational Subgroup: 153100.

AFSC DUTIES & RESPONSIBILITIES

Conducts OCO to project power by application of force in and through cyberspace. OCO may include targeting
adversary cyberspace functions or using first-order effects in cyberspace to initiate cascading effects into the
physical domains to affect weapon systems, C2 processes and critical infrastructure/key resources.

Conducts DCO to defend DoD and other friendly cyberspace. DCO includes passive and active cyberspace
defense operations to preserve the ability to utilize friendly cyberspace capabilities and protect data, networks, net-
cenfric capabilities and other designated systems. DCO by Cyber Warfare Operators does not include passive
defense measures infended to maintain and operate the DODIN such as configuration conftrol, patching and firewall
operations.

Conducts specific cyberspace actions including cyberspace defense, cyberspace operations in support of
inteligence operations, cyberspace operational preparation of the environment and cyberspace aftack in order to
support OCO and DCO

Provides C2 of cyberspace operations in support of DoD, interagency and Coadalition Forces to establish situational
awareness of both friendly and adversary operations. Develops operational tasks and orders, evaluates mission
feedback, and aligns with strategic intent.

Develops and executes TTPs. Analyzes national defense guidance and strategic objectives to create operational
policies. Implements policies through the development of TTPs in support of assigned cyber capability execution.
Plans, conducts, and evaluates exercises to enhance operational readiness.

Establishes performance standards, trains and conducts evaluations to ensure personnel are proficient, qualified, and
certified. Ensures units meet operational readiness goals and adhere to operational procedures.

Participates in research and development as well as operational testing and evaluation to determine possible new or
modifications to existing capabilities. Assesses and reverse engineers network nodes and infrastructure devices (to



include operating systems and software applications) to determine capabilities, functionalities, limitations and
vulnerabilities.

Applies forensic and reverse engineering TTPs to determine the extent of the battle damage sustained during
cyberspace attacks. These efforts may require partnering with other DoD, interagency and Coalition Forces.

QUALIFICATIONS

1. Open to current onboard Technicians of the 127 COS.
2. Must be fully qualified 1B431 at the time of application.
3. Request employment start ASAP, knowledge that official position start date NLT 1 Apr 2019.
4. Applicant must meet all requirements of ANGI 36-101.
5. Applicant must meet the physical requirements of AFI 36-2905, prior fo being placed on AGR four.
6. Applicant should be able to complete 20 years of active duty service prior to mandatory separation.
7. Military grade will not exceed the maximum authorized grade on the unit manning document.
8. Initial fours will be 3 years. Follow-on tour lengths may be from 1 to é years.
9. Must be gqualified in a valid Air Force Specialty Code (AFSC).
10. Must attain and maintain a minimum Information Assurance Technical Level Il cerfification according with AFMAN
33-285, Information Assurance Workforce Improvement Program.
11.Must maintain local network access IAW AFI 17-130, Cybersecurity Program Management and AFMAN 17-1301,
Computer Security.
12. Must have specialty requires routine access to Top Secret material or similar environment.
13.Completion of a current Single Scope Background Investigation (SSBI) according fo AFI 31-501, Personnel Security
Program Management, is mandatory.
14. Must meet additional mandatory requirements for AFSC entry on attachment 4 of AFECD
a. Must be able to lift more than 40 LBS.
b. ASVAB requirements: G = 64
c. PULHES: 333231

“ APPLICATION PROCEDURES “

Interested applicants who meet the eligibility criteria listed in this announcement may apply by submitting the below
listed documents to the 184 Force Support Squadron, ATTN: Full Time Manning, 52955 Jayhawk Drive Bldg. 65 Ste 106,
McConnell AFB KS 67221-9000 or e-mail your applications to usaf.ks.184-iw.mbx.ftm-full-time-manning@mail.mil.
Applications will include:

1. Recent Report of Individual Fitness from the Air Force Fitness Management System (AFFMS II)
2. Signed NGB Form 34-1, Application for Active Guard Reserve (AGR) Position
3. Record Review RIP (from vMPF)

NOTE:

1. Failure to provide all the required documents will result in application being returned without further action.

2. Applicants must sign NGB Form 34-1; failure to sign the form will result in application being returned without further
action. NOTE: Please ensure 34-1 reflects Tour Announcement number, current telephone number and all AFSCs for
which you are qualified.

3. If selected for the job, member must have a current passing fitness and AGR physical prior to being placed on
AGR tour.

FOR FURTHER INFORMATION:
For questions regarding the specific vacancy and position, contact the selecting supervisor. For questions regarding
the application process, please contact MSgt Jason McAndrews, 184 FSS/FTM, DSN: 743-7422, COMM: 316-759-7422.

EQUAL EMPLOYMENT OPPORTUNITY:

All qualified applicants will receive consideration for this position without discrimination for any non-merit reason such
as race, sex, religion, national origin, lawful, political or other affiliations, marital status, age or membership/non-
membership in an employee organization.
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